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Dear ARP friends, 
You all know the big news this week: the SolarWinds breach makes tragically transparent the 
challenge of maintaining cybersecurity when everything is connected. We’ve got a few stories 
on that topic, including an interview with NPS professor and cybersecurity expert Scott Jasper. 
The breach dovetails nicely with the rollout of the Cybersecurity Maturity Model Certification 
level 3 pilot in 2021, announced this week. In the good news category, the Air Force continues 
to break ground with applications of AI—this time in a U-2 plane. In Space Force acquisition 
news: final plans for the Space Systems Command and a new prototype consortium manager. 
And in ARP news, one of our graduating students developed a working prototype to streamline 
the contractor responsibility determination process.   
The newsletter is taking a break for the holidays and will resume on January 8. If you miss our 
updates in the meantime, our social media accounts will keep sharing news of note—like when 
the NDAA gets passed.  
Cheers to you all as we celebrate the arrival of a new year. 
Read the full, link-enabled newsletter online: 
https://nps.edu/web/acqnresearch/newsletter 
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This Week’s Top Story 
AI Just Controlled a Military Plane for the First Time Ever  
Dr. Will Roper, Popular Mechanics 
Teaming artificial intelligence (AI) with pilots is no longer just a matter for science fiction or 
blockbuster movies. On Tuesday, December 15, the Air Force successfully flew an AI copilot on 
a U-2 spy plane in California: the first time AI has controlled a U.S. military system. 
The U.S. military has historically struggled developing digital capabilities. It’s hard to believe 
difficult-to-code computers and hard-to-access data—much less AI—held back the world’s most 
lethal hardware not so long ago in an Air Force not far, far away. 
But starting three years ago, the Air Force took its own giant leap toward the digital age. Finally 
cracking the code on military software, we built the Pentagon’s first commercially inspired 
development teams, coding clouds, and even a combat internet that downed a cruise missile at 
blistering machine speeds. But our recent AI demo is one for military record books and science 
fiction fans alike. 
The journey began early in 2018, when I approved a hoodie-wearing Air Force team (fittingly 
named Kessel Run for a Star Wars smuggling route) to “smuggle” commercial DevSecOps 
software practices into our Air Operations Center. By merging development, security, and 
operations using modern information technology, DevSecOps produced higher-quality code 
faster and more continuously. Sounds perfect for a digitally challenged Pentagon, right? 
You’d think. Kessel Run bent all the rules and definitely “shot first” at the Pentagon’s fixation on 
five-year development plans with crippling baselines. 
Read more.  
 
ARP and NPS News 
Reengineering the Contractor Responsibility Determination Process 
Michelle V. J. Johnson, ARP Linkedin 
Captain Anita Naylor (USAF) has devised a new way to complete one of many time-consuming 
tasks required of every contracting officer: determining contractor responsibility. Captain Naylor 
is a contracting officer in the Air Force and a graduating student from the Graduate School of 
Defense Management at Naval Postgraduate School (NPS). She recently completed her MBA 
in strategic sourcing with support from the Acquisition Research Program. Her thesis project, 
“Improving the Contractor Responsibility Determination Process,” generated a working 
prototype of a vendor prospectus that can be used by contracting officers today. Her scholarship 
was recognized with The Assistant Secretary of the Air Force (Acquisition) Award for Academic 
Excellence. 
Marine Corps Assistant Commandant Explores Emerging Concepts, Capabilities at NPS 
Tom Tonthat, Marines.mil 
On a trip to observe emerging technologies in practice, Assistant Commandant of the Marine 
Corps Gen. Gary Thomas, accompanied by five other general officers, visited the Naval 
Postgraduate School, December 9, to engage directly with university faculty and students from 
key labs and institutes about the implications of their research on future concepts and 
capabilities for the Marine Corps. 
We’ve Been Hacked. Again. (Audio) 
1A, NPR 
Dr. Scott Jasper of the NPS Department of National Security Affairs is a widely recognized and 
respected expert in the field of cybersecurity and cyber espionage, and is the author of "Russian 
Cyber Operations: Coding the Boundaries of Conflict." Jasper offered his unique perspective on 
Russia's recently discovered infiltration of several federal agencies on NPR's 1A program on 
WAMU 88.5. 
 
Acquisition and Innovation 
 
Space Force Wraps Up Acquisition Command Design; Who’s In Charge? 
Theresa Hitchens, Breaking Defense  
DoD announces cybersecurity certification pilots 
Mark Pomerleau, C4ISRSNET 
Reported Russian hack of US systems has implications for DoD network security plans 
Andrew Eversden and Mark Pomerleau, C4ISRNET 
Amazon, Pentagon Resume JEDI Legal Arguments 
Frank Konkel, Nextgov 
Navy Now Has 15 Tech Bridges Across U.S. and in U.K. to Tackle Fleet Problems in New 
Ways 
Megan Eckstein, USNI News  
Space Force selects new prototype consortium manager 
Nathan Strout, C4ISRNET 
DCMA Commercial Item Group Year in Review 
Defense Contract Management Agency  
Commentary: How President-elect Biden can reinvigorate defense innovation 
Trae Stephens and Steve Blank 
 
Congress 
NDAA includes new acquisition pilot for consumption-based solutions 
Lauren C. Williams, FCW 
New COVID-19 bill extends contractor reimbursement, but no new funding 
Joe Gould, Defense News 
Trump repeats his vow to veto the defense budget bill, but won’t say when 
Leo Shane III and Joe Gould, Military Times  
Senate bill would modernize government response to agency cyber attacks 
Sara Wilson, Fedscoop  
 
Research 
Information Technology: Federal Agencies Need to Take Urgent Action to Manage Supply 
Chain Risks 
US Government Accountability Office 
Defense Primer: Planning, Programming, Budgeting and Execution (PPBE) Process 
Congressional Research Service 
 
Defense and Federal Government 
US Navy investigates potential LCS class-wide design flaw 
Davide B. Larter, Defense News  
Advantage at Sea: Prevailing with Integrated All-Domain Naval Power 
US Navy, Marine Corps, and Coast Guard  
Skyborg Drone Translates Between F-35 and F-22 in Test 
John Tirpak, Air Force Magazine 
Trump’s massive Navy buildup bets on savings that won’t materialize, experts say 
David B. Larter and Aaron Mehta, Defense News  
Commentary: We Need a Goldwater-Nichols Act for Emerging Technology 
Jack Shanahan and Laura Junor 
Commentary: Buy America Doesn’t Work; We Need Allies  
Rep. Mac Thornberry, Breaking Defense  
 
Policy 
Reduction in Force (Office of Personnel Management) 
Federal Register 
 
Acquisition Tips and Tools, with Larry Asch 
DoD Should Mandate Combining Acquisition Strategy (AS) and Acquisition Plan (AP) Into 
One Document 
Project managers and contracting officers create many planning documents and then wait and 
wait for them to be approved, often through separate review chains. This duplication is driven by 
the FAR, DFARS, and other regulations that often create duplicative and conflicting 
requirements.  
Taking the First Step: We can streamline this process now by requiring DoD to combine the 
acquisition strategy (AS) and acquisition plan (AP) into one document, as well as mandating 
that it approves other separate documents within AS/AP concurrence and approval authority 
level. For instance, options and contract type approvals would not have to be separately 
documented if justification were already included in the AS/AP. 
There is guidance today in the Defense Acquisition Guide (DAG) under Acquisition Plan: “In 
addition to the Acquisition Strategy, the PM is also responsible for developing another 
document—the Acquisition Plan. According to the Defense Federal Acquisition Regulation 
Supplement (DFARS 207.103(g), “the PM or other official responsible for the program has 
overall responsibility for acquisition planning.”  FAR 7.104(c)) states that, “The planner [read as 
PM] shall coordinate with and secure the concurrence of the Contracting Officer in all acquisition 
planning.” 
From a regulatory perspective, FAR 34.004 – Acquisition Strategy, states, “The strategy shall be 
in writing and prepared in accordance with the requirements of FAR Subpart 7.1, except where 
inconsistent with this part, and shall qualify as the acquisition plan for the major system 
acquisition, as required by that subpart.” 
Some organizations are using a consolidated version of an AS called a Single Acquisition 
Management Plan (SAMP). A SAMP combines the requirements of an AS and an Acquisition 
Plan (AP) into one document. 
DoD should issue firm guidance and template examples that mandate combining AS/AP and 
explicitly state that no separate file documentation is required for justifications within the purview 
of the approving official. 
Keeping it Going with the Second Step: Next, DoD should streamline the approval process 
for documents that remain, namely determinations documented above the AS/AP approving 
authority. When rationale must be documented or approved by a higher authority, it should be 
consolidated into one place with a singular approval authority at the AS/AP level. For example, 
current statute requires the head of the agency to approve a single-source task-order or 
delivery-order contract valued at $112 million or more. This justification is already addressed in 
the acquisition plan, but the FAR requires a separate determination and approval. Here the FAR 
is contradictory, first delegating responsibility for determining the number of awardees to the 
contracting officer, then reserving the determination for a higher authority.  
DoD should conduct a thorough review to consolidate or eliminate requirements in the FAR, 
DFARS, and DoD 5000 series, then revise—and right size—these acquisition instructions to 
eliminate redundancy with FAR requirements or other unnecessary requirements. This study 
should begin in 2021, changes that can be made within DoD be mandated, and others be 
recommended for inclusion in FY22 NDAA.  
These changes will help people in the field immediately. It’s much easier to write one good, 
thorough AS/AP than write and staff an AS, AP, Option, Contract Type, and other documents. 
By writing this, I fully understand that I may not get a holiday card this year from friends in the 
government support contractor community who, like myself, make money by supporting the 
creation of all these documents.  But that’s a small price to pay for doing what’s right.  We need 
to identify opportunities to restore efficiencies in the acquisition process and many of these CAN 
BE DONE NOW! 
 
Read the full newsletter online: https://nps.edu/web/acqnresearch/newsletter 
To opt out of future emails, simply reply with “unsubscribe.” 
